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Abstract - Digital Rights Management (DRM) is a technology that provides a persistent level of protection of digital content by encrypting it with a cryptographic key. The paper describes the most common scenario for the secure distribution of multimedia content over insecure channels such as the Internet. The system enforces usage rules and protects the multimedia content from being used illegally. The publisher/consumer represents the most basic scenario – an owner packaging content, and a consumer downloading and playing back that content.
1. INTRODUCTION
The Digital Rights Management (DRM) system enables the secure distribution of multimedia content over insecure channels such as the Internet. The system enforces usage rules and protects the multimedia content. Usage rules can include expiration dates, the number of times a user can play an audio or video file, and the number of times a user can copy an audio or video file.
DRM protects contents by encrypting data files. In order to be able to use an encrypted file, users must obtain a license. This license enables control over the content (the encrypted file).
2. BUSSINES MODEL

There are two entities in the basic business model, the publisher and the consumer. The publisher creates protected content. The process of protecting multimedia files (e.g. books, music, movies) includes generating an encryption key, generating and signing the content header, and then encrypting the media file with this information. After the media file is protected, it is distributed to consumers.
The content must be in specific format that provides an extensible header that is readable even when the rest of the content is encrypted. The content header contains information necessary for a client computer to decompress (decrypt) and play the content data. In a packaged file, content header exists and contains the key ID, content ID, and license acquisition URL. This content header can also include attributes defined by the content publisher (e.g. name of song, album information).
The license acquisition URL points to the first Web page that appears in the license acquisition process. When a consumer tries to play a media file that is not licensed, the player opens the license acquisition URL to acquire a license.

3. ENCRYPTION BASIC
Symmetric key cryptography is the simplest type of encryption.  With symmetric key cryptography, the same key is used to encrypt the content and decrypt it.  Symmetric key algorithms are usually small and fast.  

Public key cryptography, on the other hand, uses a published “public” key to encrypt, and a different, secret, “private” key to decrypt.  Thus, if “A” gives “B” a public key, B can encrypt contents for A, without knowing anything else.  No matter how those contents are transmitted, only A will be able to read them. Since the public key is made publicly available, anyone can encrypt for A, but only A can decrypt. Other people will be unable to decrypt the message if they do not have the secret private key.  Public key cryptography requires large algorithms that are computationally complex.

Protected files use symmetric key cryptography to encrypt the content. Public key cryptography is then used within the license. Interpreting the license is long and computationally intensive. The license contains the contents’ symmetric key. When the license has been properly handled, the symmetric key is decrypted, and then the content may be decrypted using small and fast algorithms.

4. DRM SYSTEM

Figure 1. illustrates both the server and the client side of the creation and distribution process:
1. The process begins with the content owner, who has an (unprotected) media data file.  This file is protected by using the content packager (1). After the process of encryption, the content packager creates a DRM-protected file.

2. This “packaged” file may then be distributed in different ways (2) - using streaming servers or web servers.  Streaming servers allow playing encrypted files without downloading the entire content on local client machine.  At the same time, the content owner must communicates with license servers to indicate rights to be included in licenses issued for their content.

3. These rules (and information needed to determine the content key) are given to a license server (3) which then has the all necessary information to create licenses for that content.


Figure 1.  DRM system

4. On the client side, users browse the net and download content (4).
5. The DRM client on a local machine determines if protected content requires a license or not, and sends a license request to the license server (5). Based on specific business rules, the license server issues a license for that particular piece of content.  The license server may require customer identification or payment before issuing a license. The license contains the content key, which is sent to the user’s Media Player and allows the access to the content. Once these steps have been completed, the user can play the content, according to the conditions specified in the license.

6. In some cases, the primary client system may create a derived license, transferring content and license on to another device (6).

5. LICENSE
The license for the content is an XML document containing the encrypted symmetric key, so parsing and decrypting this key value is computationally intensive. When the symmetric content key is asymmetrically decrypted using the device private key, the content can then be decrypted using small and fast algorithms.
Each license contains the following information: 

1. The content encryption key. 

2. The rights and conditions of the license. 

3. The priority of the license. For example, suppose a user has two licenses for the same content. One license has expiration and the other is valid for unlimited use. In this situation, the first license should be given a lower priority. 

4. Attributes, such as a name and description of the license. 

The process of direct license acquisition is as follows: 

1. When license acquisition is triggered, the media player creates a license challenge, which is encrypted. This license challenge contains the content header (if available), requested actions (such as playing the content), and information about the client computer (such as the operating system and media player version). 

2. The license server receives the challenge and uses the client information to determine if a client can get a license at all.  A given license can be a restricted license. For example, the license server could issue licenses based on the client's operating system. 

3. The license server performs some transactions if needed, such as collecting payment or registration information. 

4. When the license server collected all information, it generates a license. One way for the license server to generate a license is to use the license key seed (the same secret value used by the content provider) and the key ID from the content header to generate the encryption key. Then the license server specifies the rights and puts this information into the license. 

5. The license is sent back to the requesting client computer as a license response, which is also encrypted. 

6. The client computer receives the license response, decrypts it, and stores the license in the data store. The content can then be used according to the terms in the license. 

If the device does not have Internet access, it must use software, such as a media player on a personal computer as a proxy for working with protected content. When the device connects to the computer, the proxy software can transfer protected content and licenses to the device (if that right is allowed in the license), and update existing licenses on the device.

6. CONCLUSION
The Digital Rights Management (DRM) system enables the secure distribution of multimedia content over insecure channels such as the Internet.
Copyright law exists to establish and protect basic rights for everyone involved in the creation of new works. Rights-holders own rights over the use of their works and can assign or license these rights to others. Solutions to DRM challenges will enable new content to be made available in safe, open, and trusted environments.
Now days, there are a lot of DRM existing systems. All of them do not have the same DRM formats. That means if owners encrypt their works in specific DRM system, then 
users can decrypt only with that DRM system on a local machine. Because of that, there is need for standards in this area to allow interoperability.
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